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Abstract

Data privacy become the serious topic in the today’s digital industry for maintaining the data integrity. Several

cryptography algorithms are already existing, but often causes high computation time and required more
resources. Considering this the light weight cryptosystem was analyzed better in this domain. The present
study has drawn the survey about light weight crypto system for the internet of Things (IoT) data security.
finally, the performance was tested with different light weight models. In that, the asymmetric model recorded
the finest security strength score with high memory usage then other models. In addition, low latency, memory
usage is recorded for the SPECK model, but it has recorded the average security strength compared to the

asymmetric model.
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1. Introduction

The IoTis a network of gadgets that are inter
including people, things, objects, mechanical
machinery, and digital gadgets [1]. These gadgets
are uniquely identified. and are able to transfer
data across the internet without the need for
human-to-human or human-to-computer
cooperation [2]. Kevin Ashton initially used the
term "Internet of Things" in 1982. His goal was to
make it possible for people to interact with the
digital or fictional world [3]. In addition, the
IoT can be any electronic device that has the
capacity to send data across a connection and to
which we may allocate an IP address. These
gadgets are equipped with sensors that allow them
to detect their surroundings and gather data, which
is then transmitted over the internet [4]. The
IoT makes it possible to recognize and regulate
"things" from a distance. Nowadays, all are
gradually moving into an online setting due to the
extremely rapid advancement of online technology
[5]. In this online environment, individuals can do

everything, including work, communicate, and
shop. The 10T is a novel, developing field that will
significantly alter people's daily lives [6]. Big Data
is mostly produced by the IoT idea, which
connects anything to the internet. Big Data
represents the newest topic of attention and a
growing discipline [7]. The number of IoT devices
is growing daily, as is the amount of data they
produce [8]. IoT devices generate data that is
structured, unstructured, as well as [9]. Clouds,
mobile phones, social media, and online
communities are the primary providers of massive
amounts of data. volume, speed, and diversity are
the three V's that make up the Big Data paradigm.

2. Light weight cryptography

The IoT has enabled the linking of several devices
capable of gathering enormous amounts of data
thanks to the development of contemporary
technology. IoT safety features are so crucial [11].



Network management, data integrity, secrecy, and
authentication are all protected by cryptography.
However, conventional protocols for cryptography
are not any more appropriate for all IoT scenarios,
including smart cities, because of the numerous
limitations of connected devices. In order to secure
information about IoT devices, academics have
been putting out a number of lightweight
cryptographic  techniques and protocols. In
addition to discussing cutting-edge lightweight
secure protocols for [oT systems, this study offers
a comparison of well-known modern ciphers.

Most Tiny Encryption Algorithm (TEA) [12]
has become one of the fastest and most efficient
lightweight algorithms for encoding for Internet of
Things implementations.
With the goal to conceal statistical components of
simple text, TEA uses a few fragments of code that
are based on the Feistel architecture to give
cryptographic ~ fundamental  dispersion and
dispersion features. It is susceptible to attacks
utilizing comparable and equivalent keyboard
attacks, though. This study introduced a new
producing keys function that uses two Linear Reset
Shift Registrations to change TEA.

The Internet of Things has grown to be a
crucial component of the state of the art on which
all rely. Security problems have also arisen as the
variety of IoT gadgets has increased. Simple
encryption has developed into a viable way to
enhance the confidentiality and privacy of Internet
of Things devices. Selecting the best algorithm
from a wide range of options is the difficult part.
Three distinct LWC algorithms—AES-128,
SPECK, and ASCON—are compared in this work
[13]. A number of metrics, including execution
time, memory usage, latency, efficiency, and
security resilience of the methods on IoT boards
with limited computational power and capabilities,
are measured in order to compare them. In order to
choose the best cryptographic algorithms and
achieve a Dbalance amongst security and
effectiveness, these measures are essential for
determining  suitability. According to the
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assessment, SPECK performs higher in IoT
gadgets with limited resources.

IoT gadgets, which allow everything to interact
and share information in scenarios like Industry
4.0, intelligent cities, intelligent homes, and
medical imaging, are becoming more and more in
necessity. IoT gadgets, such as those found in
residences, workplaces, healthcare facilities,
wearable technology, and agriculture, are essential
to daily lives. Securing communications between
devices has become increasingly important as [oT
devices have developed, and must guarantee the
confidentiality and safety of data between these
devices [14]. When integrating IoT devices to the
internet, user authentication has become a
significant security risk. To guarantee that only
verified users are able to depend on their choices,
numerous authentication systems, such as mutual
identification and group verification, have been
developed. Both symmetric and asymmetric key-
based approaches have been put forth, but creating
lightweight, reliable, provably secure
authentication techniques is difficult since IoT
gadgets have limited resources. This study presents
a lightweight IoT verification methodology and
examines the different authentication methods
intended for lightweight IoT gadgets. The
performance analysis is exposed in Fig.1.
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Fig. 1: performance analysis: a) Security, b)
Efficiency, c) latency, d) Memory and e)
Execution time
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3. Conclusion

The present survey discusses about the few
cryptography model for securing the digital
information from the third parties. The
performance indicator considered for this study is
time, security, efficiency, latency, memory, and
security strength. Finally, the comparison is made
the three strong models that are AES-128, SPECK
and ASCON, each models were best in specific
metrics. The asymmetric model recorded the
outstanding data privacy score as 90%, even
though it has reported high execution time and
resource usage. Hence, each model is well suitable
for the specific performance improvement.
Including any optimization constraints along with
those models will give better outcomes further.
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