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Abstract— Instagram, as a prominent social media platform, faces a growing challenge of fake account proliferation, 

leading to issues such as misinformation and fraudulent activities. This study presents a novel approach to detect fake 

accounts on Instagram using machine learning models. We employ Artificial Neural Networks (ANN) as the base method 

and propose Random Forest as an alternative, alongside the Synthetic Minority Over-sampling Technique (SMOTE) for 

data balancing. The study focuses on leveraging these models to analyze user behavior and account characteristics, aiming 

to enhance detection accuracy. Experimental results demonstrate that Random Forest outperforms ANN, achieving 

superior accuracy, precision, recall, and F1 score in identifying fake accounts. 
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I. INTRODUCTION 

Social media platforms like Instagram have become 

essential tools for communication, information 

dissemination, and social interaction, playing a 

significant role in shaping public discourse and opinion. 

However, these platforms are also vulnerable to abuse, 

including the creation and dissemination of fake 

accounts. Fake accounts, which are often created with 

deceptive intentions, can be used to spread 

misinformation, engage in fraudulent activities, 

manipulate public opinion, and undermine the trust and 

integrity of the platform. 

Detecting fake accounts on social media platforms is 

a challenging task due to the sheer volume of users and 

the complexity of user behavior patterns. Traditional 

methods of fake account detection, such as manual 

reporting and rule- based algorithms, are often 

inadequate for identifying sophisticated fake accounts 

that mimic genuine user behavior. To address this 

challenge, researchers have increasingly turned to 

machine learning techniques, which have shown promise 

in automatically identifying fake accounts based on 

patterns in user behavior and account characteristics. 

This study focuses on the detection of fake accounts 

on Instagram, one of the most popular social media 

platforms globally, with over a billion active users. The 

primary objective of this study is to develop a robust 

machine learning model for fake account detection on 

Instagram, leveraging the capabilities of Artificial 

Neural Networks (ANN) and Random Forest. ANN is 

chosen as the base method due to its ability to model 

complex patterns in data, while Random Forest is 

proposed as an alternative method known for its 

robustness and effectiveness in classification tasks. 

In addition to evaluating the performance of ANN 

and Random Forest, this study also explores the use of 

the Synthetic Minority Over-sampling Technique 

(SMOTE) to address the issue of imbalanced data, 

which is common in fake account detection. 

Imbalanced data occurs when one class (e.g., genuine 

accounts) is significantly more prevalent than another 

class (e.g., fake accounts) in the dataset, leading to 

biased model performance. SMOTE is a data 

augmentation technique that generates synthetic 

samples for the minority class, thereby balancing the 

dataset and improving the model's ability to detect fake 

accounts. 

By comparing the performance of ANN and 

Random Forest, as well as evaluating the effectiveness 

of SMOTE, this study aims to contribute to the 

development of more effective strategies for detecting 

fake accounts on Instagram and other social media 

platforms. The results of this study have the potential to 

inform the development of automated tools and 

techniques for identifying and mitigating the impact of 

fake accounts, ultimately enhancing the trustworthiness 

and integrity of social media platforms. 

 

II. RELATED WORK 

Detecting fake accounts on social media platforms 

has been a topic of active research in recent years, with 

various approaches and techniques proposed to address 

this challenge. One common approach is to analyze 

user behavior and account characteristics to identify 

patterns that distinguish fake accounts from genuine 

ones. 
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Keshav et al. presented a novel machine learning-

based framework for detecting fake Instagram profiles. 

Their approach likely involves feature extraction from 

user behavior data, such as posting frequency, 

engagement patterns, and follower interactions, to train 

a classifier for identifying fake profiles. This work 

contributes to the field by providing a specific 

framework tailored to Instagram's platform 

characteristics [1].Lakshmanan et al. and 

colleagues conducted a survey on machine learning 

techniques to detect the creation of fake identities by 

humans vs. bots. Their survey likely covers a range of 

methods, including behavioral analysis, network 

analysis, and feature engineering, to distinguish between 

human- generated and bot-generated profiles. This 

survey provides valuable insights into the challenges and 

strategies for identifying fake identities on social media 

platforms [2]. 

Subham et al. team proposed an efficient approach to 

detect fraud Instagram accounts using supervised 

machine learning algorithms. Their approach likely 

includes data preprocessing, feature selection, and model 

training using algorithms such as Support Vector 

Machines (SVM) or Decision Trees. This work 

contributes to the development of practical solutions for 

detecting fraudulent activities on Instagram [3].Aayush 

et al. and colleagues focused on detecting fake profiles 

in online social networks using the EnsemStack 

classification algorithm. Their approach likely combines 

multiple machine learning models, possibly including 

ensemble methods like Random Forest or Gradient 

Boosting, to improve classification accuracy. This work 

demonstrates the effectiveness of ensemble techniques in 

addressing the challenges of fake profile detection [4]. 

Juandreas et al. conducted a systematic literature 

review on Instagram fake account detection based on 

machine learning. Their review likely covers a wide 

range of methodologies, including feature-based 

approaches, anomaly detection, and deep learning 

techniques, providing a comprehensive overview of the 

state-of-the-art in fake account detection on Instagram 

[5]. Er et al. and colleagues provide an overview of 

automatic detection of fake profiles using machine 

learning on Instagram. Their survey likely covers various 

machine learning techniques, dataset characteristics, and 

evaluation metrics used in existing studies, offering 

valuable insights into the state-of-the-art methods for 

detecting fake profiles on Instagram [6] 

Amine et al. focused on machine learning 

interpretability to detect fake accounts on Instagram. 

Their approach likely involves using interpretable 

machine learning models or techniques to gain insights 

into the features and patterns used by the model to 

classify accounts as fake. This work contributes to the 

development of transparent and explainable models for 

detecting fake accounts [7]. Saeid proposed an efficient 

method for the detection of fake accounts on the 

Instagram platform. Their method likely includes a novel 

approach to feature engineering, model selection, or data 

preprocessing to improve the accuracy of fake account 

detection. This work demonstrates advancements in the 

field of fake account detection using innovative 

methodologies [8]. 

Fatih et al. focused on Instagram fake and automated 

account detection. Their work likely includes a detailed 

analysis of different types of fake accounts and the use 

of automated methods to detect them, providing insights 

into the challenges and strategies for combating fake 

accounts on Instagram [9]. Kusum et al. proposed a 

method for fake account detection in Twitter using 

logistic regression with particle swarm optimization. 

Although the focus is on Twitter, their approach likely 

includes techniques that can be generalized to other 

social media platforms like Instagram, highlighting the 

transferability of fake account detection methods across 

platforms [10] Koosha et al. colleagues proposed a deep 

neural approach to identify ingenuine content and 

impersonation on social media. Their approach likely 

involves using deep learning techniques, such as 

Convolutional Neural Networks (CNNs) or Recurrent 

Neural Networks (RNNs), to analyze content and 

detect impersonation attempts. This work contributes 

to the field by addressing the challenges of identifying 

ingenuine content on social media platforms [11].E et al 

and team focused on fraud account detection on social 

networks using machine learning techniques. Their 

approach likely includes a range of machine learning 

algorithms and feature engineering methods tailored to 

detecting fraudulent activities on social networks. This 

work contributes to the development of practical 

solutions for identifying and mitigating the impact of 

fraud accounts [12]. Peipei and Zhuoyuan proposed fake 

account detection using attention-based graph 

convolution networks. Their approach likely involves 

 modeling social network interactions as 

graphs and applying graph convolutional neural 

networks with attention mechanisms to detect fake 

accounts. This work demonstrates the effectiveness of 

graph-based methods in identifying fake accounts 

[13].P.Srinivas et al. and colleagues proposed a fusion 

fuzzy model for detecting phony accounts in social 

networks. Their model likely combines fuzzy logic with 

machine learning techniques to classify accounts as 

genuine or fake based on fuzzy rules. This work 
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demonstrates the application of fuzzy logic in 

addressing the challenges of 

detecting phony accounts [14]. 

Faouzia et al. and colleagues developed a fake 

accounts detection system based on bidirectional gated 

recurrent unit neural network. Their approach likely 

involves using bidirectional recurrent neural networks 

(RNNs) with gated units to model sequential patterns in 

user behavior and detect fake accounts. This work 

contributes to the advancement of RNN-based methods 

for fake account detection [15]. Priyanka et al. and 

colleagues focused on fake account detection using 

machine learning. Their approach likely includes data 

preprocessing, feature engineering, and model training 

using machine learning algorithms to classify accounts 

as genuine or fake. This work contributes to the 

development of automated solutions for detecting fake 

accounts [16]. 

Rosyid et al and colleagues studied the 

representation of media news Instagram account 

identity against hoax news. Their work likely involves 

analyzing the characteristics of media news accounts to 

distinguish them from accounts that spread hoax news. 

This study provides insights into identifying and 

verifying trustworthy sources on Instagram [17].Haoti et 

al. and colleagues focused on content-driven detection 

of cyberbullying on the Instagram social network. Their 

approach likely involves analyzing text and image 

content to identify instances of cyberbullying and 

abusive behavior. This work contributes to the efforts to 

create a safer online environment on social media 

platforms [18]. 

Rajashekar et al. and colleagues proposed fake 

account detection using machine learning and data 

science. Their approach likely includes applying data 

science techniques, such as data preprocessing and 

exploratory data analysis, in conjunction with machine 

learning algorithms to detect fake accounts. This work 

demonstrates the interdisciplinary nature of fake 

account detection [19].Ahdi et al. (2023) and 

colleagues focused on fake accounts identification in 

mobile communication networks based on machine 

learning. Their approach likely involves analyzing 

network traffic data to detect patterns indicative of fake 

accounts. This work contributes to the field of mobile 

network security and fraud detection [20]. 

Overall, these studies contribute valuable insights 

and methodologies to the field of fake account 

detection on social media platforms, offering diverse 

perspectives and approaches to combating fraudulent 

activities and maintaining the integrity of online social 

networks. 

III. METHODOLOGY 

The methodology section outlines a comprehensive 

approach for detecting fake Instagram accounts using 

machine learning. It encompasses data collection, 

preprocessing, and feature engineering to prepare the 

dataset. Model selection, training, and evaluation metrics 

are then used to assess performance. The system 

architecture includes components for data collection, 

preprocessing, model training, and deployment. 

Experimental setup details hardware and software 

configurations, while the results and analysis section 

presents performance metrics and comparisons. 

Limitations are acknowledged, and the conclusion 

summarizes the methodology's key steps and 

components. 

 

A. System Architecture 

The system architecture for detecting fake Instagram 

accounts using machine learning comprises several 

interconnected components designed to seamlessly 

process and analyze data. Figure 1 illustrates the system 

architecture, which begins with the Data Collection 

Component responsible for gathering Instagram account 

data from various sources, including public APIs and 

web scraping techniques. This raw data undergoes 

preprocessing in the Preprocessing Component, where 

tasks such as data cleaning, duplicate removal, and 

missing value handling occur to ensure data quality and 

consistency. 

Following preprocessing, the Feature Engineering 

Component comes into play, where relevant features for 

fake account detection are selected and engineered. 

These features may include posting frequency, 

engagement metrics, follower count, and other 

behavioral indicators crucial for distinguishing between 

genuine and fake accounts. The Model Training 

Component utilizes machine learning algorithms such as 

Artificial Neural Networks (ANN), Random Forest, or 

Support Vector Machines (SVM) to train models using 

the preprocessed and engineered data. 

The Evaluation Component assesses the trained 

models' performance using metrics such as accuracy, 

precision, recall, and F1 score, providing insights into 

their effectiveness in detecting fake accounts. The 

Deployment Component deploys the trained models for 

real-time or batch processing of Instagram accounts, 

enabling continuous monitoring and detection of fake 

profiles. 
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Overall, this system architecture facilitates a 

streamlined process from data collection to model 

deployment, leveraging machine learning techniques to 

enhance fake account detection on Instagram. It 

emphasizes the importance of data quality, feature 

selection, model training, and performance evaluation in 

developing robust and effective solutions for combating 

fraudulent activities on social media platforms. 

Figure 1:System Architecture 

B. Data Collection and Preprocessing 

The data collection process for the Instagram fake 

account detection project involved acquiring a dataset 

from Kaggle, comprising various features that are 

potentially indicative of fake accounts. This dataset 

includes 11 features, such as the length of the username, 

the privacy status of the account (private or public), the 

presence of a URL in the account profile, the number of 

posts made by the account, the number of followers, and 

the number of accounts the user is following. Once the 

dataset was obtained, the preprocessing stage was 

initiated to ensure the data was suitable for further 

analysis. This involved several key steps, including data 

cleaning, handling missing values, and ensuring data 

consistency. Data cleaning processes may have included 

removing duplicate entries, correcting inconsistencies in 

the data format, and addressing any outliers that could 

affect the accuracy of the analysis. Additionally, feature 

engineering was performed during the preprocessing 

stage to create new features or modify existing ones 

that could enhance the model's performance in detecting 

fake accounts. For example, new features such as the 

ratio of followers to followees or the average 

engagement per post could be calculated to provide 

more meaningful insights into the account's authenticity. 

Overall, the data collection and preprocessing stages 

were crucial in preparing the dataset for model training 

and evaluation. These steps ensured that the data was 

clean, consistent, and appropriately formatted, laying the 

foundation for accurate and reliable detection of fake 

Instagram accounts using machine learning models. 

C. Data Balancing 

Data balancing is a critical step in machine learning, 

especially when dealing with imbalanced datasets where 

one class is significantly more prevalent than the other. In 

the context of fake account detection on Instagram, it is 

essential to balance the dataset to ensure that the model 

does not become biased towards classifying all accounts 

as genuine due to the imbalance in the data.One common 

technique used for data balancing is the Synthetic 

Minority Over-sampling Technique (SMOTE). SMOTE 

works by generating synthetic samples for the minority 

class, thereby increasing its representation in the dataset. 

This is achieved by selecting a minority class instance 

and its k-nearest neighbors, then creating new instances 

along the line segments joining the instance to its 

neighbors. This process helps in creating a more 

balanced dataset, which can improve the model's ability 

to correctly classify both minority and majority class 

instances. 

Applying SMOTE involves several key steps. First, 

the algorithm identifies the minority class instances that 

need to be oversampled. Then, for each of these 

instances, SMOTE selects its k-nearest neighbors from 

the minority class. Next, it generates new synthetic 

instances along the line segments connecting the selected 

instance and its neighbors. Finally, these new synthetic 

instances are added to the original dataset, creating a 

balanced dataset for model training.By using SMOTE to 

balance the dataset, the model can learn from a more 

representative sample of data, potentially improving its 

ability to generalize and accurately detect fake accounts 

on Instagram. 

D. Model Selection and Training 

In the process of developing a robust fake account 

detection system for Instagram, model selection and 
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training play pivotal roles. The selection of appropriate 

machine learning models, such as Random Forest and 

Artificial Neural Networks (ANN), is crucial as these 

models are adept at capturing complex patterns in the 

data that are indicative of fake accounts. Random Forest, 

known for its ensemble learning approach, can 

effectively handle high-dimensional data and is resilient 

to overfitting, making it suitable for this task. On the 

other hand, ANN, with its ability to learn intricate 

nonlinear relationships, can excel in detecting subtle 

patterns that may indicate fake accounts. 

 

Once the models are chosen, training them using the 

preprocessed dataset becomes paramount. During this 

phase, the models are exposed to the dataset to learn the 

underlying patterns that distinguish fake accounts from 

genuine ones. The training process involves optimizing 

the model's parameters to minimize the error in its 

predictions. After training, the models are evaluated 

using metrics like accuracy, precision, recall, and F1 

score. Accuracy measures the overall correctness of the 

model's predictions, while precision and recall provide 

insights into the model's ability to correctly identify 

fake accounts and avoid misclassifying genuine 

accounts. F1 score balances precision and recall, 

offering a comprehensive evaluation of the model's 

performance. By meticulously selecting and training 

machine learning models, we can develop a fake 

account detection system that effectively safeguards 

Instagram users from fraudulent activities. 

IV. RESULTS AND DISCUSSION 

The Results and Discussion section evaluates the 

performance of Artificial Neural Networks (ANN) and 

Random Forest models in detecting fake Instagram 

accounts. Both models demonstrated high accuracy, 

with Random Forest outperforming ANN. Feature 

importance analysis revealed insights into the 

characteristics of fake accounts. The study also 

highlights the impact of data balancing using the 

SMOTE technique on model performance. Overall, the 

findings suggest that ensemble methods like Random 

Forest are effective in detecting fake accounts, with 

implications for enhancing fraud detection strategies on 

social media platforms. 

A. Model Performance Evaluation 

Model performance evaluation is crucial for 

assessing the effectiveness of machine learning models 

in detecting fake accounts on Instagram. In this study, 

the performance of two models, Artificial Neural 

Networks (ANN) and Random Forest, was evaluated 

using a dataset of 346 samples. For the ANN model, 

out of the total 346 samples, 

315 were correctly predicted as either fake or genuine 

accounts, while 31 were wrongly predicted. This 

resulted in an accuracy of approximately 91% for the 

ANN model. The confusion matrix (Figure 2) for the 

ANN model provides a detailed breakdown of the 

correct and incorrect predictions, showing the number 

of true positives, true negatives, false positives, and 

false negatives. 

 

Figure 2:ANN Confusion Matrix 

On the other hand, the Random Forest model 

achieved a higher accuracy, with 330 out of 346 samples 

correctly classified. However, 16 samples were wrongly 

classified, resulting in an accuracy of approximately 

95% for the Random Forest model. The confusion 

matrix (Figure 3) for the Random Forest model 

illustrates the distribution of correct and incorrect 

predictions. 

 

Figure 3:Random Forest Confusion Matrix 

 

In comparing the performance of Artificial Neural 

Networks (ANN) and Random Forest models for 

detecting fake Instagram accounts, Random Forest 

demonstrated higher accuracy, achieving 95.34% 

compared to ANN's 91.4%. Both models, however, 

exhibited high accuracy overall, indicating their 

effectiveness in identifying fake accounts. While 
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Random Forest showed a slight edge in performance, 

further analysis of precision, recall, and F1 score is 

necessary for a comprehensive evaluation of their 

effectiveness in fake account detection. This comparison 

is visually represented in Figure 4, highlighting the 

superior performance of Random Forest in this context. 

Figure 4:Comparison Chart 

B. Model Deployment 

For model deployment, a Python Flask-based web 

application was developed to provide a user-friendly 

interface for detecting fake Instagram accounts. The 

application utilizes the Instaloader library to fetch 11 

types of features from Instagram profiles, including 

username length, private account status, URL presence, 

number of posts, number of followers, and number of 

follows.Upon entering an Instagram ID, the application 

fetches the required features and passes them to the 

trained machine learning model for prediction. The model 

then classifies the account as either fake or real based on 

the extracted features. The prediction result is displayed 

to the user on a web page, indicating whether the 

inputted Instagram account is likely to be fake or real. 

Figure 5 illustrates the model deployment result page, 

showcasing the prediction outcome for a given Instagram 

account. This deployment approach allows users to 

quickly and easily determine the authenticity of 

Instagram accounts, providing a valuable tool for 

identifying potentially fraudulent activity on the 

platform. 

 

Figure 5:Model Deployment 

V. CONCLUSION 

In conclusion, this study presents a comprehensive 

approach to detecting fake Instagram accounts using 

machine learning models, specifically Random Forest as 

the proposed method and Artificial Neural Networks 

(ANN) as the base paper method. The results 

demonstrate the effectiveness of both models in 

accurately identifying fake accounts, with Random 

Forest exhibiting a slightly higher accuracy of 95.34% 

compared to ANN's 91.4%. The deployment of a 

Python Flask-based web application provides a user-

friendly interface for fetching Instagram account 

features and predicting their authenticity. 

 

The study highlights the importance of data 

balancing using the Synthetic Minority Over-sampling 

Technique (SMOTE) to improve model performance 

and mitigate bias towards the majority class. 

Furthermore, the feature importance analysis offers 

valuable insights into the characteristics of fake 

accounts on Instagram, aiding in the development of 

more robust detection strategies. 

 

Overall, this research contributes to the 

advancement of fraud detection techniques on social 

media platforms and underscores the significance of 

machine learning in addressing contemporary 

challenges related to online security and 

trustworthiness. Future work may involve exploring 

additional features and advanced machine learning 

algorithms to further enhance the detection of fake 

accounts and improve overall model performance. 
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